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Abstract

Fuzzy Message Detection (FMD) provides a novel solution to the long-standing problem of
costly hardware usage for anonymous communications. With FMD, users can outsource
the reception and identification of their incoming messages efficiently to an untrusted
third-party server, which forwards them when appropriate. To avoid malicious actors
uncovering the relationship between the participants, users can set a false-positive rate
on the server, i.e., how much cover traffic it should forward along with intended messages
protecting recipient anonymity. Of course, this mechanism causes unwanted messages to
appear on the user’s end, thereby creating a need to balance one’s own bandwidth cost
with the anonymity of other users: essentially, the welfare of others.

In this report, we show that finding this balance is possible via careful modeling and by
applying the perspective and tools of game theory. We show that fully selfish behavior
renders FMD useless; the system needs at least a few altruistic users to operate properly.
In fact, the question becomes: what is the desired number and individual characteris-
tics of altruists in FMD-enabled systems? We implement an improved greedy algorithm
running on multiple cores finding epsilon-Nash equilibria, i.e., efficient false-positive rate
allocations, in real-world FMD-enabled systems modelled as graphs, and analyze both
the amount and quality of altruistic nodes need to maintain recipient anonymity. FMD
is a promising privacy-enhancing technology, foreseen to be utilized in many systems in
the near-future: our results can serve as guidelines for system designers, reminding them
to engineer proper individual economic incentives into their system to ensure the desired
anonymity.



Chapter 1

Introduction

Metadata leakage is a serious problem when it comes to private messaging. People looking
to ensure their own and their partners’ confidentiality must go out of their way to set up
a system where not only is it hard to eavesdrop on them, but a malicious third-party
could hardly infer anything of value from their conversation. All these methods require
extensive communication, knowledge regarding privacy-enhancing systems and extra com-
putational power and bandwidth. A common solution to this problem is a trusted third
party, a server can provide this service for example, where messages are stored, then for-
warded at the appropriate time. It is often necessary to include the processing power
of a third party in public key encryption, because in order to determine which messages
are meant for the user, you have to examine every ciphertext (message identifier), and
the download process imposes a considerable bandwidth cost. Outsourcing is easy, you
only download the selected messages; however, this exposes the exact number of messages
someone receives. Even a potentially simple system has many risk factors associated with
a privacy breach, upon which, for example, someone’s usage patterns and communication
graph could be revealed. One of the most dangerous threats is hostile actors taking over
the trusted server, and extracting massive amount of metadata. Fuzzy Message Detec-
tion (FMD) [4, 16] provides an easily implementable, easily understandable solution to the
many problems outlined in these systems. Its key concept, an individually adjustable false-
positive rate for every user, potentially makes the chosen system heavily resilient against
recipient linkability, and provides sufficient relationship anonymity. With key generation
creating little hardware overhead, FMD’s applications can range from privacy-oriented
blockchain transactions to messaging applications.

Problem statement. The concept of user-set false-positive rates enables a more stream-
lined user experience. People who do not frequent the system need not suffer much extra
bandwidth cost imposed on them upon each message access, while core users or other
message nodes can set this value relatively high in order to better mask their own and
their partners’ traffic. The problem, however, is intent. In an environment where every
user is left to its own devices (meaning no cooperation), it has every reason to decrease its
own cost, and zero to increase it (provided he is not altruistic, more on that later). This
comes from the fact that your own privacy benefit is gained by other users downloading
your messages, masking your interaction with the network; therefore, the user is free to
tell the server that he only needs his own messages, since the privacy losses of other users
does not affect his own utility. Intuitively, this system rapidly degrades to the point where
no privacy is achieved, since no-one downloads anything besides his/her own messages. In
this worst-case scenario, every user’s false-positive rate is set to 0, and the system provides
no protection whatsoever. This system, without altruism [3, 10], is inherently flawed. The



only question is, under what circumstances does the user base achieve an outcome, where
the collective welfare of participants of the system is higher than the worst-case scenario.

Our contribution. Our goal is to analyze this system from a game-theoretic perspective,
prove that the system is only stable when a certain amount of altruism is present, and find
that stable setup. Here, stable setup means a distribution of false-positive rates between
the altruistic users, where we reach a point at which no user finds it rational to further
adjust their own fp-rate. Our hypothesis is that these cases present a much better outlook
for the system, with significantly better social welfare equilibria. We prove it by building
a user model implementing a type of altruism, then running a best-response dynamics
(BRD) algorithm, which outputs, depending on the setting, the Nash-equilibrium [12], or
the social optimum of the given dataset, with the necessary fp-rate distribution of the
users. With these, equilibrium descriptive properties, such as the Price of Anarchy [9] or
Price of Stability [2] can be expressed. The system can be tested with various altruism
settings, changeable message and privacy breach costs, and with adjustable uniform starter
fp-rates to make convergence easier. Furthermore we give a brief overview of other possible
avenues regarding the upgrade of the model, or applying it to different privacy-oriented
systems.

Structure of this paper. In the first part of Chapter 2, we give a brief overview of Fuzzy
Message Detection, then introduce the relevant game theory definitions. In the second part
we present papers directly relevant to FMD, while also presenting others with relevancy to
the problems in this article. In Chapter 3 we present the the game model used to solve the
problems outlined in this paper. Chapter 4 presents the technical implementation of the
best response dynamics, and presents its results. To wrap it up, Chapter 5 gives a brief
summary of the results, while noting the limitations of the used model, and introducing
concepts for future works.



Chapter 2

Background and related work

2.1 Background

2.1.1 Game theory basics

In this section we aim to provide a brief overview of the game-theoretic terms used in the
paper. Game theory is by definition the mathematical modelling of rational agents, where
the environment (in two-player games) is typically modelled by a payoff matrix, in which
agents optimize their strategies to gain the highest utility, or in the case of this paper,
the lowest possible cost. In a payoff matrix, one axis represents the available strategies of
player 1 while the other represents that of player 2’s. Every cell contains the payoff they
both receive for their chosen actions. In other cases, an agent’s utility or cost is expressed
by an objective function, which takes into account the actions of all other players and
the net utility of the action itself. For the objective function of this game, see Section
3.2. Incurring higher costs means having a lower overall utility, while achieving higher
utility means decreasing costs. A Nash equilibrium occurs when none of the players
can unilaterally deviate from their chosen strategy without incurring higher cost/lower
utility. There are many types of equilibria,the one discussed in this paper is a pure Nash-
equilibrium (PNE), meaning every player chooses her strategy with a probability of 1.
This is one of the strongest concepts amongst all NE’s, but is the hardest to compute.

Definition 1 (Pure Nash Equilibrium). A strategy profile is a Pure Nash Equilibrium
(PNE) [15] if there is no player with a unilateral deviation which would increase his payoff.

Ci(s) < Ci(s;, 5_i) (2.1)

Where i is the index of the player, 3; is a unilateral deviation, and s_i is the strategy of
every other player.

Definition 2 (Social welfare). The aggregate of every player’s utility combined.

Definition 3 (Social optimum). The player’s strategy layout where the social welfare is
the highest /social cost the lowest. Note that this is not necessarily an equilibrium.

Definition 4 (Price of Anarchy). A popular measure of the inefficiency of equilibria [9],
Price of Anarchy (PoA) measures the worst outcome over the social optimum. Its value
depends on the player’s utility function and the type of equilibrium used. A PoA close to
1 means that uncoordinated selfish players achieve a near-optimal system state without



central control. S is the strategy space of the game.

Highest cost equilibrium(S)

Social optimum(S)

Definition 5 (Price of Stability). Similar to the Price of Anarchy, Price of Stability
(PoS) [2] provides a distinction between games where all equilibria are inefficient, and
those where only some of them are. In a game with multiple equilibria its value is at least
as close to 1 as the PoA or even closer. It measures the ratio between the best equilibrium
and the social optimum. S is the strategy space of the game.

Lowest cost equilibrium(S)

Social optimum(S)

Definition 6 (Potential game). A potential game [17] is one for which there exists a po-
tential function ® with the property that, for every unilateral deviation by some player, the
change in the potential function value equals the change in the deviator’s cost. Formally,

B(s;,5_1) — B(s) = Cy(sy, 5_1) — Ci(s) (2.2)
for every outcome s, player i, and unilateral deviation s;

Definition 7 (e-PNE). A relaxation of the original PNE, with € € [0, 1], this equilibrium
is easier to achieve [15].
Ci(s) - (1 —¢) < Cy(s;,s-1) (2.3)

Definition 8 (e-Best-response-dynamics (Maximum Gain) ). An algorithm where in each
iteration we select the player with a strategy that can obtain the largest cost decrease while
other players strategy remains unchanged. Update his strategy and repeat this process
until we reach e-PNE. [15]
Ci(s) — min Cy(s;, 5_1) (2.4)
S,L-ESZ'
where s; is a best response to s_i, and player i’s strategy is updated to (s;, S_1)

Theorem 1 (Nash’s existence theorem). Every game with a finite number of players in
which each player can choose from finitely many pure strategies has at least one Nash
equilibrium, which might be a pure strategy for each player or might be a probability
distribution over strategies for each player.

It is important to note that these situations may not always result in the highest social
welfare (see prisoners dilemma for example). This inefficiency is captured by many factors,
two of the most prominent are the Price of Stability(PoS), and the Price of Anarchy(PoA).

Theorem 2. Every potential game has at least one PNE.

Theorem 3. In a potential game, from an arbitrary initial outcome, best-response dy-
namics converges to a PNE.

Proof. In every iteration of best-response dynamics, the deviator’s cost strictly decreases.
As seen in its definition, the potential function strictly decreases,as players are optimizing
their strategy, i.e, decreasing their costs. Because of this, no cycles are possible, and
since the game is finite by assumption, best-response dynamics eventually converges at a
PNE. O



The fact that applying BRD to a potential game will always yield a NE motivated heavily
the development of the initial algorithm, however, with the addition of an explicit altruism
modifier the objective function would no longer constitute a potential function. The
players’ actions would affect the potential function not only in their bandwidth related
costs, but in the privacy property of other players as well, which would change according
to the the new strategy set by the player, causing implicit changes in the function.

2.1.2 Fuzzy Message Detection basics

Fuzzy Message Detection(FMD) [4] is a cryptographic protocol similar to public key en-
cryption, with the modification that every user shares their so-called "detection key". Each
user’s detection key is made by an algorithm that takes in their private key and their fp-
rate, which could be then, for example, be forwarded to the server. The server then takes
this key and a chosen ciphertext, and inputs a match if the holder of the key is its pre-
sumed intended destination. Of course, the server will never know with absolute certainty,
and may send the message out to several other potential participants, hence the name:
false-positive. FMD has three main properties:

o Every message must reach their intended target.

e Targets should also receive additional messages proportional to their desired false-
positive rate.

¢ Only the recipient should be able to distinguish between honest messages and junk
messages.

Another important aspect is that each message always decodes to a random sample from
an array of plaintexts. This means that by random chance any message could be translated
to something human readable and comprehensible, when deciphered by a random user’s
detection key, but this does not mean that the user is its intended target. This additional
layer of ambiguity is called ambiguous encryption (AMB-PKE) and is formalized in the
original paper [4].

Over the course of this paper, this system is implemented in a way that users can only
select false positive rates in the range 27" where n ranges from 1 to 10. FMD is easily
implemented in these cases, as explained in the original paper, also it was convenient to
search in these ranges as the follow-up paper [16] has already dealt with many aspects of
this system around these values.

2.2 Related work

Many of the game theory related concepts were taken from other articles, papers, and
books. Price of Anarchy is a term coined in [9], while the Price of Stability is mostly known
from [2]. While these are mainly used to describe network games, they can be handily used
in this paper as well, to express differences between the results of different setups; e.g.,
how they change with increasing altruism. Regarding the definition of potential games
and best-response dynamics, further information can be found in [15] and [17].

In the earlier iterations of the algorithm, an altruism model based on the whole social
welfare was implemented based on [3], where the concept of of a-selfishness describes an
equilibrium in which appending the social welfare to the payout of every player potentially



motivates them to reach the social optimum. The fraction of the social welfare needed to
be added describes the selfishness-level of the game. A game which cannot reach an equi-
librium in the social optimum is co-selfish. This could prove to be useful in future works
in this area, and can be added as another general descriptor of the achieved equilibrium.

Altruism is a ubiquitous concept, and can be found in economics [18] and evolutionary
game theory [6], its goal in our model is to stimulate cooperation. If this model is to be
implemented anywhere, its target audience is most likely to be privacy-conscious individ-
uals, who may very well realize the beneficial effects of providing cover traffic. Altruism
need not be the only motivation factor, with several systems providing other incentives
[7, 8]

The original idea of examining the FMD system through the lens of game theory stems
from a recent paper [16]. In it, several statistical tests are performed with real world data
on the system, and it is shown that FMD performs weakly in nearly all privacy aspects.
Their model was designed on the premise that every user is similarly privacy-conscious,
there they assigned random fp-variables to every node. This method severely weakens the
system, as its performance relies heavily on the effort made by its biggest users to shield
the messaging process, as shown in Section 4.2. While data in itself is solid evidence, a
preliminary analysis explained this weakness from a much broader perspective, utilizing
game theory. Several questions were left unanswered, and so this paper picks up where
the other one left off.

Regarding the balancing of bandwidth cost with the goal of avoiding privacy breach is
explored in [19], where both the user and the attacker must weigh-in the costs of allocating
bandwidth for their operations, either to choose a lesser-known but safer tor circuit, or
to allocate it amongst different malicious nodes in order to attract traffic through them.
The gPath algorithm successfully reduces the probability of an attack while inducing little
extra bandwidth cost, by introducing additional uncertainty to the node selection process.

As seen later in the article, the system stabilises when the most active users set their fp-
rate exceptionally high, while everyone else disables their own. This free-riding problem
is introduced in [11].  [1] explains how the small amount of active uploaders in the
Gnutella P2P system causes service degradation, with the influx of new users causing
them to eventually be outside the search horizon, with no way of reaching the uploaded
files. The paper argues that the eventual decline of uploaders ratio makes the system not
only less efficient, but less private as well, with a complete shutdown possible by copyright
authorities. Similar to Gnutella, Napster also experienced free-rider problems, and [7]
takes a look at possible payment solutions without relying on altruism as we do. They
employ best-response dynamics with Q-learning to simulate user behaviour.



Chapter 3

Modeling

3.1 Central distribution

The very first step towards determining the desired outcome of the model was constructing
a mechanism that would centrally set the false positive rate of every user, then compare
them and select the best one with regards to social welfare. This can be interpreted as
a mechanism for faster convergence of the best-response dynamic when examining social
optima. Based on this, discrete values have been established: 2% for the EU mail server
and 27 for the college one. Due to the low refinement of the process function, actually
setting every fp exponent to -6 or -7 is not the most efficient strategy, as shown in Chapter
4, where some users slide into the next exponent category. The social cost in the case of
centrally set false positive rates are easy to compute, but not every system converges to
them easily. Do note that this is not a game, as players have no moves or strategy here.
Figure 3.1 show the college messages dataset values, in the case of no altruism applied.
Compare the recommended fp exponent rate with the direct result of running a social
optimum run in section 4, Figure 4.1.

3.2 The game

The game presented and modeled in this paper is a tuple (v, €, 1) where the set of players is
v =1,...,U and their actions are € = p(1), ..., p(U) where p(u) € 0, [27%], where x is the set
of whole negative integers from -1 to -10. Their utility functions are p = p(p(1),...,p(U))
such that for every 1 <u < U:

pu=—L- (1= (1= a)™™) = f(in(u) +p(u) - (M = in(u))). (3.1)

L is the utility loss upon a violation of a privacy requirement, such as recipient unlinkabil-
ity, and is multiplied by the probability of user linkage, where a,, = [[(1 —p(v)),v € v\ u.
in(u) is total incoming honest messages for player u. f is the bandwidth cost for a single
message, and M is the total amount of messages sent by every user. For ease of compre-
hension the first expression of the equation will be called C*"*" for the expected value of a
privacy breach externality,and the second C2"W | for the users own cost of downloading its
messages. Upon closer inspection it can be seen that the privacy part is independent of
the users own actions, while the message bandwidth cost is fully dependent on it. Section
3.4 shows that this leads to every player setting their strategy p(u)=0. Altruism is indeed



1e8 Social welfare options in a centrally controlled system
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Figure 3.1: [College] Social welfare in a central distribution with
no altruism coeflicient. Note how applying zero pro-
tection is worse than applying too much.

necessary to implement for a higher social welfare, section 3.5 appends a third expression
to the objective function, in order to effectively model it.

3.3 The graphs

A system of parties where every user can send a message to everyone else can be sufficiently
modelled by a directed graph where we allow parallel edges to be made. For this purpose
a python module called networkx! is used.

The 2 main datasets [14][13] used in this paper are identical to the ones used in [16],
which were chosen on the premise that they could benefit from implementing FMD. One

"https://networkx.org
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Figure 3.2: [Binomial] Social welfare in a central distribution with
no altruism coeflicient. Note how applying zero pro-
tection is better than applying too much.

is an instant messaging network from the University of California, while the other contains
emails from various European research institutions.

During testing, two artificial graphs were made, one of them is made by connecting the
nodes based on scale-free graph properties, and the other by binomial properties. In order
to achieve the necessary parallel edge density, we ran the generation many times over-and
over, this caused the graphs to lose some of their original properties, but proving to be
interesting benchmarks nonetheless. Their main purpose was to provide smaller examples
where various ideas had been tested and explored. They also proved to be interesting
benchmarks for showcasing the problem of shared resources.
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Figure 3.3: The distribution of messages. Altruism types are de-
cided based on incoming messages.

3.4 Selfish Nash equilibrium

Theorem 4. Selecting the strategy of p(u)=0 is the only NE in the case of no altruism
for every u € v.

Proof. To prove it by contradiction, lets assume that there is a strategy s; € S where
p(i) # 0, and the game has reached an equilibrium, meaning no rational player can
increase its own utility by unilaterally deviating, and changing its strategy. This is no
true NE since, any player with non-0 false-positive rate has a strictly dominant strategy of
setting it 0, as the privacy related cost does not matter from the players own standpoint.
This causes the setup of only p(i)=0, for every i € v, to be the only Nash equilibrium. [

As seen in figure 3.6, the lack of altruism causes an eventual decline to the absolute worst
social welfare status. Observe figure 3.7 as through selfish cost decreases each player
ultimately suffers almost 4x times the original cost in the end.

3.5 Altruism

Definition 9 (Altruistic player). A player is said to be altruistic if its payoff/utility is
directly affected by the welfare of others.

A key element to successfully run the system is the concept of altruism. Many iterations
were made in implementing it, starting with no actual altruism present, rather just players
participating in the game and players who don’t. Non-participants automatically set their
fp-value to zero, acting as "dead weight" to the system, while still suffering the privacy
breach cost of it. In the context of the model, this means that every agent/player who

10



Figure 3.4: Layout of the graph created by binomial edge connec-
tion methods. Each node represents a user.

participates in the user selection is altruistic, since in this case, their own utility does not
depend on the welfare of others, and setting their own fp-rate to 0 is the only rational
choice. However, by abiding to the system rules, and only changing the exponent when
asked to, and making no further change upon finalization, they partake in the group effort,
thus they are altruistic. This implementation comes with a few shortcuts in designing the
algorithm, and its model would prove to be too simplistic.

The final iteration saw the formal implementation of altruism/selfishness to the game:
those who would became an altruistic actor in the system received a selfish coefficient
more than 0. Other players could still be participating in the system, however they had
a selfish rating of 0 meaning other users privacy loss would not affect their utility. This
player type was not utilized in the results below. A selfish rate of 1 means others privacy
loss is fully factored into the users cost. This plays an important role in finding the NE of
the game, as we expect users with altruism factored in to show some convergence towards
the social optimum. It is very important to note that rational players will not choose
an action that would decrease their utility. In a sense, their willingness to cooperate is
expressed in their altruism coefficient.

11



Figure 3.5: Layout of the graph created by the power law connec-
tion method. Each node represents a user.

In our altruism definition below, the payoff function is modified with an extra expression,
the summed privacy cost of the other users, which is modified by the altruism constant,
with « € [0,1]. With the increase of « players are less likely to pick lower false-positive
values, as it would hurt the anonymity of the system. Intuitively, players with large amount
of incoming or outgoing messages will have a larger impact on the system, meaning the
change of their strategy carries a bigger impact, and is more prone to be penalized by the
altruism factor, if the fp-rate is lowered. Therefore it could be expected that the most
active users in the system will pick fp-rates closer to the social optimum. However, as seen
in section 4 high impact altruistic players must compensate the fp reduction of others,
often finding themselves having to set their fp-rate to the maximum available, thereby
incurring high bandwidth costs.

Ui=CPV +Cl™ fa-y O™ (3:2)
i#J

12
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Chapter 4

Implementation and Results

4.1 Best-response dynamics

From a modeling perspective, its important to note that players take their turns after each
other, only one player moves at a time, and each time the social cost is calculated again.
Each move is setting its own fp-value one step higher or one step lower, where a step is the
increase or decrease of its fp exponent by a value of 1, meaning the process has a learning
rate of 1. This starting setup is just a method to make the system converge easier. Neither
this setup nor the convergence is real in the sense that they need not take place in the
dynamic of a real system. The only true result is the false positve rate distribution of
the users. The original objective function in 3.2 presented games with truly one PNE,
however, this was that of a selfish equilibrium. The addition of an altruistic factor most
probably added local minimums to the potential function, thereby the system could halt
at various equilibria, depending on the starting setup. With this the price of anarchy and
the price of stability will not be the same, albeit still computable.

The distinction of selecting the player with the largest cost decrease versus any player with
an acceptable cost decrease means a significant increase in computing power required,
as the complete traversal of the user array is necessary in every iteration. During the
calculation process, getting the the user linkage coefficient also means a nested for loop,
in the current naive implementation, since each users linkage depends on everybody else’s
fp-rate. Additionally, altruism regarding the privacy loss of others may only be calculated
after this update has taken place. During testing, the process of reaching the Nash-
equilibrium proved to be extremely taxing CPU wise, therefore a multi-core solution was
needed to speed the process up. This was achieved by using the multiprocessing package
of the python language.

It should also be noted that after some considerations, during the calculation of the social
optimum and other equilibrium’s, inactive users do not participate, as to illustrate the
difficulty of optimizing a system with many free-riders. Ideally in a completely optimal
scenario, every single user participates, but this may very well be a completely unlikely
case. It is expected that in these cases the fp strategy converges harder to the centrally
recommended fp-value, as it is no longer necessary for the most active users to overcom-
pensate in their fp-settings.

15



4.2 Results

In the test environment, both the original datasets, as well as 2 synthetic ones were
tested for best/worst case scenarios and social optima. Users were split into groups based
on incoming and outgoing messages, where the thresholds was around the single digits
as illustrate the findings in [16], where the amount of messages sent or received greatly
correlates with privacy loss susceptibility. Therefore users with little impact on the system
will hardly ever raise their fp-rates above 0. To find the price of stability /anarchy, the
algorithm would start from -1 and -10 starting setups respectively, with the notion that
they would arrive at the same strategy distribution. Results showed that they would halt
at different setups, although similar in social cost. One of the main differences was the
recommended user compositions. The 2 different equilibria would then become the basis
for the PoA/PoS, with the higher cost in the former, and the lower cost in the latter.

Figure 4.1 displays the social optimum of the College messaging system dataset. Compare
the fp exponent values to figure 3.1, it can be seen that the social optimum could very
easily converge around the preset value of central distribution mechanism.

Observe the results of 4.3 laying out the user distribution of graph (image:3.4) over the
whole strategy space, grouped by their incoming messages. Those few with a significant
number of messages set their fp-rate to the maximum to combat the degradation of social
welfare seen in figure 4.2. While the distribution clearly displays the effect of free-riding
it is still a significantly better equilibra than the one seen in figure 3.6.

Comparing figure 4.4 with 4.6 the effect altruism is clearly visible. In the case of this graph
no user would find it rational to increase its fp-rate even with an altruism coefficient of 0.3.
A rate of 0.8 is needed for every active participant to set its exponent to -1. During testing
every participant either completely disabled, or had set its fp-rate to the maximum. This
causes the setup to have a selfishness level of 0.8 for active users, since they are playing
the social optimum at that level by maximising their fp-rate. In the case of the coefficient
being 0.3 the PoA/PoS is ~ 2.28 for example. This means they are far from playing the
optimum.
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Figure 4.1: [College] Social optimum as a result of applying the
brd algorithm with no altruism coefficient. Note how
the distribution is similar to the centrally recom-
mended fp exponents
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Figure 4.2: [Binom]| Social welfare as a result of applying the
brd algorithm with 0.6 altruism coefficient. Note the
degradation due to selfishness
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sages as a result of applying the BRD algorithm with
0.6 altruism coefficient. Users with a high amount are
exclusively placed at -1, while the rest mostly turns
their protection off.
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Figure 4.4: [Scale-free] Social welfare as a result of applying the
BRD algorithm with 0.3 altruism coefficient. Every
active player disables its protection
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Figure 4.5: [Scale-free] Social optimum as a result of applying the
brd algorithm with 0.3 altruism coefficient. Every ac-
tive player set its exponent rate to -1.Compare the
final social welfare value with figure 4.4
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tive player sets its protection the maximum thereby
greatly increasing the social welfare
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Chapter 5

Conclusion

Having been laid out in [16], mixing in altruism with the FMD game does indeed produce
strategies where the equilibrium is more desirable. This is important as the system clearly
demonstrates its superiority in many privacy related aspects compared to existing meth-
ods/applications, while its ease of use may mean widespread popularity. The classic effects
of a shared resource system had been observed, with some graphs/setups clearly displaying
the inefficiency of a system with relatively few participants or small incentives. This is
something that needs to be addressed in order to avoid the fate of early 21st century p2p
networks. With the participants of the system clearly relying on others to protect their
privacy, interdependent privacy comes in[5], since the act of modifying your own fp-rating
is externality for everyone else, without you suffering any cost or receiving any utility(in
case of no altruism). The intended audience for such a system however might be able
circumvent its weaknesses more effectively as they could easily be aware of such concepts,
and communicate/plan their strategies accordingly.

5.1 Limitations

The main limitation of the model is the fact that it draws from past data, while in reality
it should provide real-time recommendations to users regarding false-positive rate. The
implementation of 27" like false-positive rates, while plausible by the original article,
could still prove to be too restrictive, with a fine grained fractional model providing more
possibilities. Other design shortcuts include the construction of the objective function,
which does not take into account every privacy property, nor does it accommodate different
user types. Game theory in general assumes that every player is rational, which is seldom
the case when it comes to the bounded rationality of human actors. A payment or a
reward system is also missing from the model, and while altruism as a concept is enough
to prove that the system is stable, in real life it is rarely the only supporting force behind a
successful group-effort environment. For any future work based on more complex cases, the
running time of the algorithm must significantly decrease. Its upgrade is of key importance,
as its current implementation makes many traversals over long lists, some which could
be shortened, or be left out with clever algorithm design. While this game does not
constitute a traditional congestion or other kind of network game, it is likely that the
bounds on computational efficiency established for them carry over to our game as well.
This means that any kind of best-response dynamics we implement, its lower bound for
the number of iterations required will always be exponential in regards to the number of
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players/users. Therefore, after the optimization of the algorithm, modern hardware and
software solutions are needed to keep the computational time at an acceptable level.

5.2 Generalization

One of the main future avenues would the construction of a temporal detection ambiguity
game, either as a standalone, or incorporated into the existing game. The strategy space
would be similar, with each player having the ability to adjust its fp-rate. The system could
also be viewed as a cooperative game, with a Shapley-value, and a Shapely-Shubik index.
Other privacy enhancing systems could perhaps be viewed with enough generalization of
the modeling system. This would produce interesting equilibriua comparisons, as well as
different PoA/PoS setups. A user group simulation is also an interesting concept that
would show how its potential user base would evolve over time, and perhaps yield insight
into its potential longevity.
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